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Financial Markets – An Algorithmic Ecosystem

Source: TEDxNewWallStreet by Sean Gourley. 



Market Share of Algorithmic Trading

Source: Aite Group, Goldman Sachs Global Investment Research.
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Spoofing is the practice of submitting large spurious buy or sell orders 
with the intent to cancel them before execution to mislead other traders.



Source: Financial Conduct Authority, Animated Example of Mr. Coscia’s Trading
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Key Elements in Spoofing

• The intent to falsely signal supply and demand with spoof orders
• The effect of misleading other traders about the market condition
• The connection to adversarial attacks on machine learning algorithms

q Inference-level attack on deployed trading algorithm
q Poisoning attack on future algorithm training

To what extent are the other traders misled by the spoof orders?
What would happen if the spoof orders are not placed?



This Talk

Towards Manipulation-Resistant Markets
q A computational agent-based model
Strategic dynamics between a manipulator and market participants.
q Design of deterrent mechanisms and trading strategies (briefly)
Mitigating manipulation effects.
q An adversarial learning framework
Strategic dynamics between a manipulator and a regulator.
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Agent-Based Modeling & Empirical Game-Theoretic Analysis

• Agent-Based Modeling (ABM)
- Simulate financial market as a complex multi-agent system;
- Lay out strategic choices faced by trading agents;
ü Reproduce manipulation effect through agent interactions.

• Empirical Game-Theoretic Analysis (EGTA)
- Induce a normal-form game and identify Nash equilibria;
ü Characterize agent interactions and market performance in equilibrium.

Background Traders A Spoofer



Background Traders

Time

Fundamental Value

A Market Model of Spoofing

• Continuous Double Auction 
(CDA)
• Market Environments

- Fundamental Shocks;
- Observation Noise;
- {LS, MS, HS} × {LN, MN, HN};



Learning Agents [Gjerstad & Dickhaut 1998, Wang & Wellman 2017] 
• Learn from the limit order book in its memory to approximate the 

probability of an order being transacted;
• Choose a price to maximize expected surplus.

Non-Learning Agents [Gode & Sunder 1993, Wah & Wellman 2015] 
• Choose a price based on its valuation and a requested surplus.
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What is the effect of spoofing on agent 
behavior and market performance?

o

A Game-Theoretic Analysis



0.0

0.2

0.4

0.6

0.8

1.0
HB

L 
Ad

op
tio

n 
Ra

te

No spoofing

LN MN HN       LN MN HN       LN MN HN       
LS MS HS

LN MN HN       LN MN HN       LN MN HN       
LS MS HS

Market Environments
In the absence of spoofing, Learning from LOB is a strategic choice.

Stage 1: Is Learning from LOB Competitive?

In the absence of spoofing, how will agents choose between Learning 
and Non-Learning?
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Stage 1: Is Learning from LOB Competitive?

In the absence of spoofing, how will agents choose between Learning 
and Non-Learning?

Learning from LOB improves market efficiency and price discovery.



Stage 2: Is Spoofing Effective?

Start Spoofing

• Price Deviation: prices in market with spoofing − prices in market without spoofing

Markets with learning traders are vulnerable to spoofing. 
Spoofing causes learning surplus ↓ & non-learning surplus ↑.
Learning tends to amplify spoofing effects.



• Profitable Spoofing I: Buy at prices lower 
than a threshold

II: Place large 
spoof buy orders 

III: Sell at prices higher 
than the threshold

Stage 2: Is Spoofing Effective?

Traded Buy

Spoof Buys

Traded Sell



Stage 2: Is Spoofing Effective?

• Exploitation I: Buy at prices lower 
than a threshold

II: Place large 
spoof buy orders 

III: Sell at prices higher 
than the threshold



Stage 3: What is the Effect of Spoofing?

Start Spoofing
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Market EnvironmentsSpoofing decreases the proportion of Learning agents in equilibrium.

In the presence of spoofing, how will agents adapt by re-equilibrating?
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Stage 3: What is the Effect of Spoofing?

In the presence of spoofing, how will agents adapt by re-equilibrating?

Spoofing harms market efficiency and price discovery.



Spoofing the Limit Order Book:
A Strategic Agent-Based Analysis
Modeling strategic dynamics between a manipulator and market participants

• Reproduce spoofing in a dynamic limit-order market mechanism.

• Demonstrate the effectiveness of spoofing against approximate-
equilibrium traders.
Spoofing distorts prices, decreases learning proportion, and hurts market surplus.

• Provide a model to quantify the effect of manipulation practices and 
evaluate any deterrent proposal under strategic settings.
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Two Variations of CDA Mechanisms

• “Cloaking” Mechanisms: strategically cloak price levels and disclose part of 
the order book 

- Mitigate manipulation effect
- Introduce transaction risk to the manipulator
- X. Wang, Y. Vorobeychik, M. P. Wellman. A Cloaking Mechanism to 

Mitigate Market Manipulation. IJCAI 2018.
• Frequent Call Markets

- Reduce manipulation frequency and impact
- B. Liu, M. Polukarov, C. Ventre, L. Li, L. Kanthan, F. Wu, and M. Basios. 

The Spoofing Resistance of Frequent Call Markets. AAMAS 2022.



Two Variations of Learning-Based Strategies

• Learning with order blocking • Learning with stochastic price 
offset
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Improve robustness against 
spoofing and remain competitive 
in non-manipulated markets.

Improve general performance over 
the baseline learning strategy; 
combine with the first proposal to 
gain robustness.
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Detect Market Manipulation

• The ideal case: adopt supervised learning approaches
- Use order streams associated with a verified manipulator and normal traders;
- Represent an order stream as a variable-length sequence of bidding actions                    
(e.g., submit/cancel, buy/sell, price, and quantity)

Order Streams 
from Individual 
Traders 

Manipulation or 
Normal TradingDetector



Detect Market Manipulation: The Data Challenge

Data: An order stream over a trading period 
Label: A manipulator

• Insufficient real-market labeled order streams to serve as training data



Detect Market Manipulation: The Data Challenge

• An agent-based market model of spoofing

Traded Buy

Spoof Buys

Traded Sell

Data: An order stream over a trading period 
Label: A manipulator



Detect Market Manipulation: Challenges

Issue 1: The codified manipulation strategies may not be diverse 
enough.

Issue 2: The manipulator may adversarially obfuscate actions to evade 
detection, given a developed classifier.



Detect Market Manipulation

• An adversarial learning framework
Issue 1: The codified manipulation strategies may not be diverse 
enough.

Ø Generate new manipulation patterns through adapting codified    
spoofing strategies.

Issue 2: The manipulator may adversarially obfuscate actions to evade 
detection, given a developed classifier.

Ø Reason about how an adversary might mask its behavior to evade 
detection.



An Adversarial Learning Framework to Evade Detection

• A case study: modify spoofing to resemble market making.
- A market-making agent (MM) simultaneously submits buy and sell orders to 
facilitate trading with other investors.

MM

SP

D0
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A Manipulation Order Stream (SP) A Market-Making Order Stream (MM)



An Adversarial Learning Framework to Evade Detection

SP

MM

Market 
Simulator

SP1
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• Adapt SP to evade detection while preserving manipulation effects

Evade Detection

Preserve Manipulation Intent



An Adversarial Learning Framework to Evade Detection
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• Manipulation intensity
the fraction of price deviation;
• Transaction risk
# transactions / # spoof arrivalsD0
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• Adapt SP to evade detection while preserving manipulation effects



An Adversarial Learning Framework to Evade Detection

• A recursive training procedure 



Empirical Evaluation

• Similarity to market making;

• Preservation of manipulation effects.



Similarity to Market Making

Quote simultaneously on both sides of the market;

Place large orders behind smaller ones.

SP1 SP2 SP3SP
Iterations
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Orders cover a wider range of prices with small quantities;

Buy and sell orders are maintained balanced.



Preservation of Manipulation Effects 

SP1 SP2 SP3 MM

The adaptation comes at the cost of a reduced 
manipulation intensity and a higher transaction risk. 

Iterations



Modeling the Evasion of Manipulation 
Detection: An Adversarial Learning Framework
Modeling strategic dynamics between a manipulator and a regulator

Generate New 
Manipulative Patterns 

Verify
Manipulation Effects 



Discussions
Integrating model-driven and data-driven approaches
#1 Calibrate model and simulated data using real data

Sim-
Agent

Real
Activities

Market 
Simulator

Market 
Simulator
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D0

<latexit sha1_base64="p3I1zsXs0PIZIi2DkU+U0KLK7TQ=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoMeiHjxWtB/QhrLZTtqlm03Y3Qgl9Cd48aCIV3+RN/+N2zYHbX0w8Hhvhpl5QSK4Nq777RTW1jc2t4rbpZ3dvf2D8uFRS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfjm5nffkKleSwfzSRBP6JDyUPOqLHSw23f7ZcrbtWdg6wSLycVyNHol796g5ilEUrDBNW667mJ8TOqDGcCp6VeqjGhbEyH2LVU0gi1n81PnZIzqwxIGCtb0pC5+nsio5HWkyiwnRE1I73szcT/vG5qwis/4zJJDUq2WBSmgpiYzP4mA66QGTGxhDLF7a2EjaiizNh0SjYEb/nlVdK6qHq1au2+Vqlf53EU4QRO4Rw8uIQ63EEDmsBgCM/wCm+OcF6cd+dj0Vpw8plj+APn8we9K41y</latexit>

G1

<latexit sha1_base64="Yr1pBXtGQ0+Rtn2nqEmST9IduXY=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoMeiBz1WtB/QhrLZTtqlm03Y3Qgl9Cd48aCIV3+RN/+N2zYHbX0w8Hhvhpl5QSK4Nq777RTW1jc2t4rbpZ3dvf2D8uFRS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfjm5nffkKleSwfzSRBP6JDyUPOqLHSw23f65crbtWdg6wSLycVyNHol796g5ilEUrDBNW667mJ8TOqDGcCp6VeqjGhbEyH2LVU0gi1n81PnZIzqwxIGCtb0pC5+nsio5HWkyiwnRE1I73szcT/vG5qwis/4zJJDUq2WBSmgpiYzP4mA66QGTGxhDLF7a2EjaiizNh0SjYEb/nlVdK6qHq1au2+Vqlf53EU4QRO4Rw8uIQ63EEDmsBgCM/wCm+OcF6cd+dj0Vpw8plj+APn8wfDQY12</latexit>
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Lreg

<latexit sha1_base64="xf5t+RLxbFtdzKb5ZJ5kyMdOZmc=">AAAB/3icbVBNS8NAFNzUr1q/ooIXL8EieCqJFOyx4MWDhwq2FZpSNtvXdulmE3ZfxBJ78K948aCIV/+GN/+NmzYHbR1YGGbe481OEAuu0XW/rcLK6tr6RnGztLW9s7tn7x+0dJQoBk0WiUjdBVSD4BKayFHAXayAhoGAdjC+zPz2PSjNI3mLkxi6IR1KPuCMopF69pEfUhwxKtLrac9HeMBUwXDas8tuxZ3BWSZeTsokR6Nnf/n9iCUhSGSCat3x3Bi7KVXImYBpyU80xJSN6RA6hkoagu6ms/xT59QofWcQKfMkOjP190ZKQ60nYWAms7R60cvE/7xOgoNaN+UyThAkmx8aJMLByMnKcPpcAUMxMYQyxU1Wh42oogxNZSVTgrf45WXSOq941Ur1plqu1/I6iuSYnJAz4pELUidXpEGahJFH8kxeyZv1ZL1Y79bHfLRg5TuH5A+szx/8Zpa0</latexit>

Ladv

<latexit sha1_base64="iHEBTNGWZadnMDkzll0OKw5qqR8=">AAAB/3icbVDLSsNAFJ3UV62vqODGTbAIrkoiBbssuHHhooJ9QBPCZDJph04ezNwUS8zCX3HjQhG3/oY7/8ZJm4W2Hhg4nHMv98zxEs4kmOa3Vllb39jcqm7Xdnb39g/0w6OejFNBaJfEPBYDD0vKWUS7wIDTQSIoDj1O+97kuvD7Uyoki6N7mCXUCfEoYgEjGJTk6id2iGFMMM9uc9cG+gAZ9qe5q9fNhjmHsUqsktRRiY6rf9l+TNKQRkA4lnJomQk4GRbACKd5zU4lTTCZ4BEdKhrhkEonm+fPjXOl+EYQC/UiMObq740Mh1LOQk9NFmnlsleI/3nDFIKWk7EoSYFGZHEoSLkBsVGUYfhMUAJ8pggmgqmsBhljgQmoymqqBGv5y6ukd9mwmo3mXbPebpV1VNEpOkMXyEJXqI1uUAd1EUGP6Bm9ojftSXvR3rWPxWhFK3eO0R9onz/3tJax</latexit>

G1

<latexit sha1_base64="Yr1pBXtGQ0+Rtn2nqEmST9IduXY=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoMeiBz1WtB/QhrLZTtqlm03Y3Qgl9Cd48aCIV3+RN/+N2zYHbX0w8Hhvhpl5QSK4Nq777RTW1jc2t4rbpZ3dvf2D8uFRS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfjm5nffkKleSwfzSRBP6JDyUPOqLHSw23f65crbtWdg6wSLycVyNHol796g5ilEUrDBNW667mJ8TOqDGcCp6VeqjGhbEyH2LVU0gi1n81PnZIzqwxIGCtb0pC5+nsio5HWkyiwnRE1I73szcT/vG5qwis/4zJJDUq2WBSmgpiYzP4mA66QGTGxhDLF7a2EjaiizNh0SjYEb/nlVdK6qHq1au2+Vqlf53EU4QRO4Rw8uIQ63EEDmsBgCM/wCm+OcF6cd+dj0Vpw8plj+APn8wfDQY12</latexit>
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